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DETAILED ACTION 

1 . This action is responsive to communications: application filed 2/16/2001 ; 
amendment filed 5/09/2005. 

2. Claims 1-22 are pending. Claims 23-164 are withdrawn from consideration. 
Claim 1 is an independent claim. 

Claim Rejections - 35 USC §112 
The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claim 20 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

Claim 20 discloses a method of decrypting the encryption key of claim 1 . 
However, it is noted that neither in claim 1 or claim 19 is the first encryption key said to 
have been encrypted which would require the subsequent decryption disclosed in claim 
20. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

5. Claims 1,10,15,18 are rejected under 35 U.S.C. 102(a) as being anticipated by 
Roelofsen ("TETRA Security"). 
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6. As per claim 1, Roelofsen discloses a method comprising the steps of: 
Generating, by a first system device, a first encryption key; 

Forwarding the first encryption key from the first system device to a second system 
device; 

Storing the first encryption key at the second system device (page 50 paragraph 8 
wherein the first encryption key is the Group Cipher Key (GCK) and the second system 
device is the MS.) 

7. As per claim 10, Roelofsen discloses the method of claim 1 , further comprising 
the step of encrypting the first encryption key with an interkey (page 51 paragraph 1), 
yielding a first encrypted encryption key; 

Forwarding the first encrypted encryption key to a fourth system device (Page 51 
paragraph 1 wherein the fifth device is an MS unit); 

Decrypting, by the fourth system device, the first encryption key into the first 
encryption key (page 51 paragraph 1 wherein each MS can decrypt the key using the 
authentication key for the MS page 50 paragraph 2). 

8. As per claim 15, Roelofsen discloses the method of claiml , further comprising 
the steps of: 

Encrypting the first encryption key with a key associated with a mobile station, 
yielding an encrypted mobile encryption key; 

Forwarding the mobile encryption key to the mobile station (page 51 paragraph 1 
and page 50 paragraph 2 wherein the key identifies the handset and thus is associated 
with a mobile station). 
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9. As per claim 18, Roelofsen discloses the method of claim 1 , further comprising 
the step of encrypting the first encryption key with an interkey prior to the forwarding 
step (page 50 paragraph 4 and page 51 paragraph 5). 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

10. Claims 2-4,6-8, 1 1-14,16,17 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Roelofsen, and further in view of Hakim (US Patent 4841433). 

11. As per claim 2, Roelofsen discloses the method of claim 1 , further comprising the 
steps of: 

Forwarding the second encryption key to a third system device (page 50 paragraph 5 
wherein the second key is the Derived Cipher Key). 

Roelofsen does not disclose generating a second encryption key by combining 
the first encryption key with a third encryption key 

Hakim does disclose generating a derived cipher key by combining a first key 
with a third key (column 4 lines 1-15). 

Hakim is analogous art because it discloses a method for using keys to 
authenticate a user for access to some entity. 
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It would have been obvious to one of ordinary skill in the art to modify Roelofsen 
to include generating the second key by combining a first key and a third key. 

Motivation to modify Roelofsen as discussed above would have been to provide 
an authentication system wherein the key contains the original information of the 
subkeys to permit access to groups of different entities as implied in Hakim column 4 
and 5 and in the abstract. 

12. As per claim 3, Roelofsen discloses the method of claim 2, wherein the third 
system device is any of a base station, a base site, and TETRA site controller (page 50 
paragraph 5 wherein the Derived Cipher Key is used for uplink communications, thus 
implying the DCK is at the network, i.e. base station), wherein the step of forwarding the 
second encryption key to a third system device is triggered by a mobile station residing 
at any of the base station, the base site, and the TETRA site controller when the first 
encryption key is generated (page 50 paragraph 5 wherein it is well known in the art of 
mobile communication networks that authentication between the network and the 
mobile station requires the mobile station to access the DCK as noted in the paragraph 
and thus the network station wherein the mobile station resides would receive the 
authentication key), and wherein the mobile station is affiliated with a talkgroup 
associated with the first encryption key (page 50 paragraph 8 1 st sentence wherein the 
first encryption key is the GCK). 

1 3. As per claim 4, Roelofsen discloses the method of claim 2, wherein the third 
system device is any of a base station, a base site, and a TETRA site controller, 
wherein the step of forwarding the second encryption key to a third system device is 
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triggered by a mobile station arriving at any of the base station, the base site, and the 
TETRA site controller, and wherein the mobile station is affiliated with a talkgroup 
associated with the first encryption key (the same rejection for claim 3 follows here, it is 
well known in the art of mobile communication systems that a key needed to 
authenticate a mobile station would be sent to the base station as a particular mobile 
station arrives at a base station). 

14. As per claim 6, Roelofsen discloses the method of claim2, wherein the third 
encryption key is associated with the third system device (page 50 paragraph 6 wherein 
the third encryption key is the Common Cipher Key (CCK) and the third system device 
is the network station connected to the geographical area as understood in the art). 

15. As per claim 7, Roelofsen discloses the method of claim 2, wherein the third 
encryption key is a common cipher key (page 50 paragraph 6). 

16. As per claim 8, Roelofsen discloses the method of claim 2, further comprising the 
step of communicating over an air interface by encrypting messages with the second 
encryption key (page 50 paragraph 5 wherein the second encryption key is the DCK 
and is used to encrypt the link between the network and the MS). 

17. Claim 1 1 is rejected because it discloses the same subject matter as claim 2. 

18. As per claim 12, Roelofsen discloses the method of claim 1 1 , wherein the second 
encryption key is encrypted with an intrakey prior to being forwarded to the fifth system 
device (page 50 paragraph 4 lines 1-5 and page 51 paragraph 5). 

19. Claim 13 is rejected because it discloses the same subject matter as claim 6. 

20. Claim 14 is rejected because it discloses the same subject matter as claim 7. 
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21 . As per claim 16, Roelofsen discloses the method of claim 15, further comprising 
the steps of: 

Decrypting, by the mobile station, the encrypted mobile encryption key with the 
key associated with the mobile station, yielding the first encrypted key (page 50 
paragraph 4 and wherein the user can generate the key for decryption page 50 
paragraph 2); 

Combining the first encryption key with a predetermined encryption key, yielding 
an air interface key (rejected in claim 3 wherein the predetermined key is the Common 
Cipher Key of Roelofsen page 50 paragraph 6); 

Communicating over an air interface by encrypting messages with the air 
interface key (page 51 paragraph 2). 

22. As per claim 17, Roelofsen discloses wherein the predetermined encryption key 
is a common cipher key (page 50 paragraph 6 and page 51 paragraph 2). 

23. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Roelofsen 
in view of Hakim (US Patent 4841433) and further in view of Jackson (US Patent 
6477387). 

Roelofsen discloses the method of claim 2, wherein the third system device is 
any of a base station, a base site, and a TETRA site controller, but does not disclose 
wherein the step of forwarding the second encryption key to a third system device is 
triggered by a mobile station changing talkgroup affiliation while residing at any of the 
base station, the base site, and the TETRA site controller, and wherein the mobile 
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station changes talkgroup affiliation to a talkgroup associated with the first encryption 
key. 

Jackson discloses wherein an encryption key associated with a talkgroup is sent 
to a device when triggered by a change in talkgroup wherein the key is for the new 
talkgroup (column 14 lines 16-28). 

Jackson is analogous art because it discloses a method for grouping 
communication units in a communication system. 

It would have been obvious for one of ordinary skill in the art to modify Roelofsen 
to include a step of sending an encryption key for a new talkgroup when a mobile unit 
changes to the new talkgroup. 

Motivation for one to modify Roelofsen as discussed above would have been for 
enabling secure communication for the user changing talkgroups, as discussed by 
Jackson in column 14 lines 22-26. 

24. Claims 9,22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Roelofsen in view of Hakim (US Patent 4841433) and further in view of Roelofsen 
("Security Issues for TETRA Networks"). 

25. As per claim 9, Roelofsen ("TETRA Security") discloses the method of claim 2, 
but does not disclose wherein it is further comprising the step of updating the first 
encryption key when an encryption period associated with the third encryption key 
expires. 
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Roelofsen ("Security Issues for TETRA Networks") does disclose the step of 
updating the first encryption key when an encryption period associated with the third 
encryption key expires (section 3.2). 

Roelofsen is analogous art because it discloses methods of securing a TETRA 
network. 

The author is the same for both articles and both specifically discuss security 
implementation in TETRA networks, so obviousness for one of ordinary skill in the art to 
combine and motivation to combine are inherent. 

26. As per claim 22, Roelofsen ("Security Issues for TETRA Networks") discloses the 
method of claim 1 , further comprising the step of updating the first encryption key when 
an encryption period associated with the first encryption key expires (section 3.2). 

Obviousness and motivation to combine are applied as in claim 9. 

27. Claims 19,20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Roelofsen in view of Marshall (US Patent 4888800). 

28. As per claim 19, Roelofsen discloses the method of claim 1 , but does not 
disclose it further comprising the step of acknowledging receipt of the first encryption 
key. 

Marshall does disclose a method of acknowledging receipt of an encryption key 
(column 11 lines 19-40). 

Marshall is analogous art because it is directed towards a method of distributing 
encryption keys. 
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It would have been obvious for one of ordinary skill in the art to modify Roelofsen 
to include the step of acknowledging the receipt of the encryption key. 

Motivation for one to modify Roelofsen as discussed above would have been to 
ensure that the encryption key is received by the agent thus enabling secure 
communication in the future as is well known by one of ordinary skill in the art. 

29. As per claim 20, Marshall discloses the step of claim 19, wherein the step of 
acknowledging comprises decrypting the first encryption key, and when the first 
encryption key is decrypted properly, generating an acknowledgment to be forwarded 
via an air traffic router to the first system device (column 1 1 lines 19-40). 

Marshall is analogous art because it is directed towards a method of distributing 
encryption keys. 

It would have been obvious for one of ordinary skill in the art to modify Roelofsen 
to include the step of acknowledging the receipt of the encryption key when the 
encryption key is decrypted properly. 

Motivation for one to modify Roelofsen as discussed above would have been to 
ensure that the encryption key is properly received by the agent thus enabling secure 
communication in the future as is well known by one of ordinary skill in the art. 

30. Claim 21 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Roelofsen in view of Chang (US Patent 5329573). 

Roelofsen discloses the method of claiml , but does not disclose wherein the 
second system device contains a home location register associated with the first 
encryption key. 
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Chang does disclose wherein the second system device contains a home 
location register associated with the first encryption key (column 2 lines 3-32). 

Chang is analogous art because it is directed to managing authentication data in 
a telecommunications network. 

It would have been obvious by one of ordinary skill in the art to modify Roelofsen 
to include a home location register at the second system device. 

Motivation for one to modify Roelofsen as discussed above would have been to 
include a common device in telecommunication networks that is responsible for 
verifying and enabling legitimate routing of calls and ensuring security as would have 
been well known at the time to one of ordinary skill in the art. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon S. Bludau whose telephone number is 571- 
272-3722. The examiner can normally be reached on Monday -Friday 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Brandon S Bludau 

Examiner 

Art Unit 2132 
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